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ABSTRACT.

With the proliferation of communication technologies, the need for sharingand transferringinformation has skyrocketed,
necessitating an ever-increasing array of innovative approaches to fulfill contemporary society's insatiable appetite for
knowledge. Avisualencryptionscheme isa kind of cryptography that encrypts visual data (suchas pictures, handwritten
notes, or printed text) in a manner that the human visual system can decipher, without the need for computers. A non-
expanded visual cryptography method for producing shares that are both meaningless and noise-like is the random grid-
based methodology. Since Visual Cryptography's foundational model is ineffectiveas a tool for information concealment,
this study proposes a solutionto improvesecurity while simultaneously increasing the transmission speed of hidden data
across networks. First, the picture is encrypted using Visual Cryptography with Random Grids in the suggested approach.
Then, to speed up the transmission and provide extra security to encrypted random image sharingover the transmitting
medium, we offer a technique thatcombines DCT-based compression with steganography. Theresults of the experiments
show that the suggested plan can work.
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INTRODUCTION

In Cryptography the plaintext is transformed (encryptingit) into an unreadable format, which is called ascalled

ciphertext. Only those whopossess a secret key candecipher (or decrypt) the message into plain text. In steganography

a message, image, or file is embedded within another message, image, or file. Both these techniques provide some level
of security of data. In VC the image is encrypted by creating random shares and decryption is done by human eyes.
However, neither of them alone is secure enough over an unsecure communication channel for sharing informationand

is vulnerable to intruder attacks. Although these techniques are often combined together to achieve higher levek of
security, in orderto minimize the threat of intrusionwe still need a highly secured system to transfer information over
any communication media.Forany communicationsystem, a securetransmission of information canbe achieved using

a powerfulencoding algorithmanda fasttransmissionto sendthe information from a transmitterto a receiver (thatcan
be done using an efficient compression technique) is two important requirements. To satisfy these constraints, we
propose a new method of compression and encryption at same time.The image is initially encrypted by visual
cryptography using random grid scheme by generating random shares. Then we cover the random share with a cover
image. Our proposed method is based on the hiding of information (Embedding) in the transmitter side and taking out
(Extracting) algorithm in receiver side the decoding phase. In additionwe would like to compress the transmitting data,
to achievea high speed communication.For this purpose Discrete Cosine Transform (DCT) is utilized because most of
the power is concentrated in the lower frequency bands by DCT, it is used to cut out the higher frequency components.
Then the compressed DCT elements are rotated, the rotations have another aspect. The directionsand degrees of the
rotations are savedas “key” to restore the original images. If the receiver does not know “key,” it is hard to recover the
original images.
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The digitalembedding method proposed for hidinganimage into another image helps to maintain the qualityof the
reconstructed image. The image file, which is to be hidden, is termed as Target Image (share image) and the image
behind which itisto be hidden istermedas Cover Image. Inthis paper the whole processis divided into transmitter side

process and receiver side process.

RELATED WORK:


mailto:latha983@gmail.com

25,

international journal of application or innovatien
in

ijaiem.com/feb 2024/ Volume 13/lIssue 1/Article No-1/08-15
ISSN: 2319-4847

Visual cryptography (VC) is a novel concept first introduced by Naor and Shamir [1] in 1994. VVC allows one or
more images to be encrypted and subsequently decrypted. In VC decryption of an image encrypted by a visual
cryptography schemerequires no mathematical computations or knowledge of cryptography. Instead, the original image
becomes visible to the naked eye simply by overlaying cipher transparencies known as shares created during the
encryptionprocess. In the (k,n) VC scheme (2 <k <n), the secret image is encoded into n transparencies, called shares,
only if atleastk sharesare superimposed together can reveal the secretimage, but no information can be obtained by
any lessthan k shares. Ateniese et al. proposed the Extended Scheme for Visual Cryptography (EVCS) which allowed
formeaningful content in the cover-image to appear on the share-image [2]. However VC uses pixel expansion method
to decompose the secret image, the share-images are larger than the original secret image. The drawbacks of this are
image distortion, wastage of storage space, and the share-images are difficult to carry. Since the concept of visual
cryptography was first proposed, there have been several researches making efforts to deal with the pixel expansion
problem. Most of these have fallen into the category of probability visual cryptography schemes. Random Grid
Encryption Algorithms for Binary Images Was proposed by Kafriand Keren [3]aimingat theminimization of the pixel
expansion. The biggest benefit of the RGVSS method forencryption isthat it generates unexpanded share-images. In
2007 Shyu[4]extended Ka friand Keren’s RGVSS model, he proposed three different models utilizinga (2, 2)-threshold
scheme. Shyu [5] and Chen and Tsao [6] also discussed about (2, n) - and (n, n)- threshold RGVSS schemes, so this
method is no longer limited to the (2, 2)-threshold scheme. Transmission of a meaningless image can arouse the
suspicion of an intruder, who may realize that this image may carry some type of secretmessage. This attracts attention
and could strengthen their desire to uncover the secretimage, thus decreasing the security of the share-image. Ateniese
et al. [7] first applied the strategy of steganography to generate meaningful share- images in VC. Following Ateniese,
Changetal.[8] founda way to hide a color secret image in two color coverimages. Thien and Lin [9] introduceda pixel
non-expansion method that could produce a meaningful share-image buta computer was needed to decrypt the secret
image, losing the advantage of visual cryptography which is decryption directly by the human eye.Many researches
were carried out to combine the encryption and compressiontechnique, to reduce theamount of space required to store
the secret data, for faster communication and better security of secret data. Andrew B. Watson introduced Image
Compression Using the Discrete Cosine Transform in 1994[10]. A. Alfalou C. Brosseau et al. [11] perfommed
compressionbased onthediscrete cosine transform (DCT). Two levels of encryptionare used. The first one is due to the
groupingof the DCTs in the spectraldomain and aftera second transformation, i.e. to hide the target images; one of the
input images is used as encryption key. The compression is better than JPEG in terms of PSNR. Maher Jridi, Ayman
Alfalou [12] presented a method that utilizes the DCT properties to achieve the compression and the encryption
simultaneously. First for compression, 8-point DCT applied to several images. Second, only some special points of DCT
outputs are multiplexed. For the encryption process, a random number is generated and added to some specific DCT
coefficients. Image Encryption Using DCT and Stream Cipher were proposed in 2009[13]. The proposed method based
on the idea of decomposing theimage into 8x8blocks, theseblocks are transformed from the spatial domain to frequency
domain by theDCT. Then, the DCT coefficients correlated to the higher frequencies ofthe image block are encrypted
using Non-Linear Shift Back. New Image Encryption and Compression Method Based on Independent Component
Analysis were proposedin 2007[14]. In this new method is proposed combining encryption and compression based on
ICA and Discrete Cosine Transform (DCT). In this paper a combination of steganography, random grid visual
cryptography and DCT based compression technique is applied in order to achieve the higher security levek and for
faster transmission of information.
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The shares have samesize asthat of originalimage. Then, we are dividing the share images into tiny blocks and apply
two-dimensional Discrete Cosine Transform (DCT) separately of every block.With the property of the DCT transform
thatregroup the vitaldatawithin the upper-left corner; we are able tosimply choose this desired data by applying
aneasy low passfilterto compressthem. Thuswe can cut back the size of datato be transmitted. Afterthe choice of
desired info, we'll encode them by groupingalong (merging) the information coming back from many DCT parts of the
images within the spectral plane. As a result of the DCT components of natural images have high energy in lower
frequency bands; DCT parts of various sources might not be independent. To resolve this downside and acquire
associate freelanceversion of those DCT parts, we havea tendency to rotate every DCT block at random. Moreover,
the rotation operationis going to beused asassociate addingsecret writingkey. This latent key should be sent to
the receiverso asto build the decryptedimages. Thenthe compressed image isembedded in random coverimage using
LSB technique. In LSB based Steganography the secret data is embedded in to the least significant bits of the pixel
valuesina coverimage.In the decryption stage we extract the originalimage from the cover image this processis termed
2
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asextraction. Thenthe DCT components are rotated and decompressed based onthe information of theencryption keys.
In the next step we apply Inverse Discrete Cosine Transform (IDCT) to the reconstructed DCT components to obtain
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the original share images. Finally the share images are overlapped to obtain the original image.

Rotate
DCT | COMPreEss | >

Embed

#  Sharel ' :
Rotate
pet COMPress
Original
image —
DCT Rotate
COMPress »
Share 2 : :
Fig.1. Transmission side process of encryption and compression
— Rotate [
; . Extracted -
' : share 1
Rotare
—.I decompress H IDCT |—p-
Extract
Eotate -
’l decompress I'_'I IDCT | »
; : Extracted .
' : share 2
—l\l Hotate -
decompress H IDCT |- >

| nternational Journal of | nnovative Research in Computer

Fig.2. Receiver side process of decryption and decompression

and Communication Engineering

PROPOSED WORK:
A. Visual Cryptography Using Random Grids

While the approachby Naorand Shamir [1] offers excellent security once one possesses solely one share, it suffers
from the requirement to represent every pixel within the original image by multiple pixels in every share, leading to a
decryptedimage that's 2-4 times larger thanthefirstimage. This technique needs additional time toencrypt and decrypt
images as well as to transfer encrypted images across a network.A scheme was proposed by Kafri and Keren [3] that
did not require the use of pixelexpansionthrough the use of random grids (RG). RG scheme takesaninput image and
transformsit into multiple cipher-grids thatgive no information on the originalimage. However, RG schemes have the
additionaladvantage thatthey require no pixel expansion, and thus each shareandtheresulting decrypted image retains

the size of the originalimage. Kafriand Keren proposed threesimilar 2 out of 2 algorithms employing random grids in
1987. Qualitativetesting disclosed that the first algorithm they present produces results superior to those produced by

the others, so this formula is hand-picked for discussion.
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Algorithm

Step 1: Generate R: as a random grid

Step 2: for (each pixel R1 [x,y], 1 <x<wand 1 <y <h)do
Step 3: R1[x, y] =rand_pixel (0, 1)

Step 4: for (each pixel B [x,y],1 <x<wand 1<y <h)do
Step 5: {if (B[x, y] =0) Rz[x, y] = R1[X, y]

else Ra[x, y] = R1[Xx, y]

}

Step 6: output (R, R2)

Note that rand_pixel (0, 1) is a function that returns a binary 0 or 1 to represent an opaque or transparent pixel,
respectively, by a coin coin-flip procedure. Here the initial grid R1 is a combination of random collections of zeros and
ones. Second grid Rz is next generated based on the inputimage and R1. This process occurs by scanning each pixel of
theinputimage. If a pixelat location [x, y] in the inputimage is found to be white, then the pixel R 2[X, y] is set to be
the sameas Ri[Xx, y]. If, instead, the pixel at [x, y] in the input image is black, then the pixel Rz[X, y] is set to be the
complement of R1[x, y]. Thedecryption process takes place by superimposing the two random grids pixel by pixel using
OR operation which is identical to that of Naor and Shamir's 2 of 2 algorithm.

B. Transmitter Side Process

1) Encryption of Image Using Random Grid Technique: The original image is encrypted by creating the random
shares based on visual cryptography using random grids. Each share contains collection of random pixels. No single
random share reveals the secret information.

2) Discrete Cosine Transform: Process the random share image in smallblocks andapply two-dimensional discrete
cosine transformto each blockand we obtain DCT components of each block.Compression: The shareof theimage to
be placed in the cover image is compressed to be space efficient. In order to achieve objective, a lossy compression
technique DCT is used for compressing the share. Lossy compressionisa data encoding method which compressesdata
by discarding (losing) some unwanted portion of it.In each block, most of DCT components have high enrgies
in low frequency bands; we only require low frequency components. The low frequency componentswe
can get through a simple low pass filter that is, left-up corners of each block with size of NC x NC are
selected and higher frequency components are dropped. As aresult of this process we can compress the
transmitting images.Rotation and Embedding: After the compression we have to rotate the each small block

randomly, so as to makerotated DCT components be independent of each other. The compressed rotated image i
covered by a random image and sends to Destination over a transmitting media.
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3) Extraction: In orderto extract theoriginalimage, authorized people receive the mixtures and turns back the rotated
DCT components and usinginverse discrete cosine transform (IDCT), so that the original images are decrypted.

4) Inverse Rotationand Inverse Cosine transform: The original image and random image should separated in order to
reconstruct the originalimage. The rotated DCT components haveto be restored. The receiver is beforehand given the
rotation “key” by the transmitter. Using this rotation ‘“key”, the receiver can reconstruct the original images. Without
rotation key, it is difficult to reconstruct the original DCT components. Finally the receiver can obtain the estimated
originalimages from the observed mixturesby applying inversediscrete cosinetransform (IDCT) to DCT components.

5) Decryption of Image: The shares and cover images are separated during extraction. The obtained shares are
superimposed to get the original secret image.

Algorithms

Transmitter side algorithm: The transmitter side algorithm describes the encryption stages of the secret information
as follows:

Algorithm 1

e Stepl: Takeanimageas input.
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e Step2: Encrypt the image by creatingshares by the VC usingrandom grid technique. Each share istreated as
information.

Step3: Firstdivide the share (target image) into blocks.

Step4: Apply DCT (Discrete Cosine Transformation) on each divided blocks.

Step5: Then rotate the DCT blocks keep the direction of rotation as key for reconstructingthe image.
Step6: Then embed the share image with another random cover image.

Step7: The random image isalso dividedinto blocks and applies DCT on eachblock and the originalimage is
covered by random image and it is send to the destination. This process is called embedding.

Receiver Side Algorithm: The Receiver side algorithm describes the decryption stages of the secret as information
as follows.

Algorithm 2

e Stepl: Therandomimage istakenout. The share image ortarget image and random image are separated. This
process is called extraction

Step 2: The DCT blocks are reconstructed for the source image usingthe rotation key.

Step 3: Then inverse DCT is applied to each block

Step 4: The share image is reconstructed.

Step 5: Finally the extracted shares are superimposed to get the original image.

. SIMULATION RESULT

The simulation results are shown below. We havetakena 256x256 binary image as originalimage. Fig 1 shows the
creation two shares using random grid technique. The sizes of the sharesare same as that of the originalimage. Fig 2
shows the two compressed shares generated using DCT compression technique. Fig 3 shows the two 256 %256 moon
and clock cover images. Fig 4 shows the compressed cover images. Fig 5 shows the secret embedded cover images
using Isb substitution. Fig 6 shows extracted decompressed shares from cover images. And finally the fig 7 shows
original secret image obtained by overlapping both the shares. We can observe that the quality of the reconstructed
image is not same asthat of the original image because of the high compression ratio. The table 1 gives the PSNR of
the compressed share image to compressed extracted image based on the number of LSB bits substituted in the cover

| nternational Journal of | nnovative Research in Computer
and Communication Engineering

image. The PSNR of the original share image before compression to extracted final decompressed share image is
31.4756. The compression can be given by

- . i f the original image
Compression ratig=—"-0AIIIMAL
P size of the compressed image

We found that initial size of the share is65KB and compressed share is 5KB. Hence compression ratio is13.

No LSB bits substituted PSNR of the share image to MSE of the share image to
extracted image extracted share image

I 2.8580 7.9097e+03

2 3.2306 1.9467e+03

3 9.3910 471.2605

g 15.6960 170.3464

5 22.3154 24,0339

6 29.6764 44128

7 39.2131 0.4910

Table.1. PSNR and MSE

A. Encryption.
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Fig. 3 Encryption of secret information using Random Grid technique

Fig. 6 Compression of cover images Fig. 7 Secret information embedded cover images
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Fig. 8 Extracted secret shares from cover images Fig. 9 Reconstructed secret image

Il. CONCLUSIONS AND FUTURE WORK

Visual cryptography is that current space of analysis wherever heap of scope exists. There are various innovative
ideasand extensions exist for the basic visual cryptographic model introduced tillnow. In the existing VC schemes no
security is provided to the secret shares and intruder can alter its bit sequences to create fake shares. In this paper we
proposeda steganography, visual secret sharing schemeandthe combinationofboth. Thereforeit provides higher levek
of security tothe information being transmitted. That is the intruders cannot easily break the system. Even if they realize
the existence of a secretdata they cannot easily recognize the data, since data is hidden in two ways. And we proposed
a newimage compressionandencryptiontechnique based on Embedding and Discrete Cosine Transform (DCT).Binary
secret shares are compressed using DCT. In the encryption process DCT blocks of transmitted shares rotated and
covered with a random image to hide them. In the decryption process the covered binary secret shares can be extracted
from the mixtures by applying extractionalgorithm. Finally the original images canbe reconstructed usingrotation keys
and inverse discrete cosine transform. This DCT based compressiontechnique can also beapplied to many VVC schemes
which sufferfrom huge share size problem. Therefore we can achieve a secure andfast image transmission. In this we
have takenonly binary image. The method can be applied to grayscale and binary images in the same way.Our future
works embodya safer secret writing technique with an alternaterotation technique and a reconstruction key. Additional
advancedrotation manner makes it tougher for unauthorizedindividuals to reconstruct pictures without keys. Mean while
the attention is given to improve the quality of the reconstructed image. Cryptography techniques like RSA, AESand
hash functions can also be used with steganography to provide more security.
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